
1 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |  

 
 
 
UPGRADING YOUR FIREWALL? 
IT’S TIME FOR AN INLINE SECURITY 
FABRIC 

 Badhrinarayanan Srinivasan 

 Manager, System Engineering 



2 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |  

106 / hour 66% 
Growth in information-based security 

incidents from 2014 to 20152 

25% 
Chance that your organization will be 

breached over next 24 months3 

$550k 
Average cost of unplanned outage for  

enterprises, growing 15% annually2 

Average number of malware hits1 

1 ZK Research Study for Ixia, April 2016 

ATTACKS CONTINUE TO RISE 

2 Kaspersky Lab, Cost of Security Breaches, September 2015 

3 Ponemon Institute, Data Breach Study, May 2015 
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Switch 
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Server 
Switch 

Switch 

Switch 

 Single points of failure 

 Administrative tension 

 Tools not used efficiently 

 Difficult to scale 

 

INLINE SECURITY  IS EXPANDING 
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• Increased risk of downtime 

• Upgrade disruption 

• Inefficient use of budget and limit on ROI  

• Difficult to scale 

• Incomplete security monitoring 

DISADVANTAGES OF CURRENT PRACTICES 



5 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |  

Switch 
Server 

Switch 

Server 
Switch Switch 

INCREASED RISK OF DOWNTIME 



6 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |  

Switch 
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Switch Switch 

Bypass Switches 

Bypass Switches 

ELIMINATE DOWNTIME FROM TOOL 
FAILURES 
       Monitored Tool Links via Heartbeat Packets 
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UPGRADE & MAINTENANCE DISRUPTIONS 
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Switch 
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Bypass Switches 

Bypass Switches 

ELIMINATE UPGRADE / MAINTENANCE DISRUPTION 
       Monitored Tool Links via Heartbeat Packets 
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Bypass Switches 

INEFFICIENT CAPACITY UTILIZATION 
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Switch 
Server 

Switch 

Server 
Switch Switch 

MAXIMIZE CAPACITY USAGE 

Bypass Switch 

Bypass Switch 

Network Packet 

Broker (NPB) 

• Aggregate security tool 

capacity 

• Selectively route traffic 

to security tools 

       Monitored Tool Links via Heartbeat Packets 
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Bypass Switches 

DIFFICULT TO SCALE CAPACITY 
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Switch 
Server 

Switch 

Server 
Switch Switch 

SIMPLE CAPACITY SCALABILITY 

Bypass Switch 

Bypass Switch 

Network Packet 

Broker (NPB) 

• Aggregate security tool 

capacity 

• Selectively route traffic 

to security tools 

• Load balance traffic 

across security tools 



13 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |  

Switch 
Server 

Switch 

Server 
Switch Switch 

SINGLE POINT OF FAILURE 

Bypass Switch 

Bypass Switch 

Network Packet 

Broker (NPB) 
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Inline 

Security 

Tool Farm 

Switch 
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Bypass Switch 

Bypass Switch 

High-Availability (HA) 

Network Packet Brokers 

HIGH AVAILABILITY IXIA SECURITY FABRICTM 
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Inline 

Security 

Tool Farm 

Switch 
Server 

Switch 

Server 
Switch Switch 

Bypass switch 

Bypass switch 

Out-of-band 

sandboxing 

CONNECT OUT-OF-BAND SECURITY TOOLS 

High-Availability (HA) 

Network Packet Brokers 
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Reduce Network Downtime 

• Failsafe inline security deployments 

• HA configuration with no single points of failure 

Increase Tool Efficiency 

• Intelligent routing of traffic based on content 

• Load balancing reduces congestion and extends tool life 

Improve Inspection and Security Monitoring 

• Increase monitored network segments 

• Improve security resilience with HA configuration 

SUMMARY 
Benefits of Deploying Ixia Security Fabric 
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Introducing ThreatARMOR from Ixia 
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The World According To (Every) Enterprise  

|   COPYRIGHT 2015   |   CONFIDENTIAL 18 

ATTACK SURFACE: 

  

THE SUM  

 …of every access avenue  

  …an attacker could use 

   …to enter your 

network 

    …or 

take data out. 

YOUR CURRENT ATTACK SURFACE IS HUGE 

Any connection to/from anywhere. 

THE INTERNET 

YOUR NETWORK 
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How the World of Internet Traffic Breaks Down 

NOT WORTH ANALYZING: 

KNOWN MALICIOUS 

HIJACKED 

UNREGISTERED IPs 

UNWANTED REGIONS 

WORTH ANALYZING: 

Traffic of Possible Interest 

TWO TYPES OF TRAFFIC 

HIT EVERY NETWORK 
TRAFFIC 
WORTH  
ANALYSIS 

MALICIOUS 

HIJACKED 

UNREGISTERED 
IPs 

NON-RELEVANT 
REGIONS 

THE INTERNET 

YOUR NETWORK 
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ThreatARMOR is the new security performance tool.  

Blocks known-bad IPs and eliminates untrusted countries. 

Reduces alert fatigue and false positives. 
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Next-gen firewalls are really good at DPI,  

content inspection, and threat detection, but they’re 

really bad at large-scale IP address blocking. 

Why would you want to block a lot of IPs? 

18% of DDoS attacks come from China 

Russia, Ukraine, Pakistan, China, and Turkey  

are in the top 10 Botnet C&C countries 

China, Brazil, Russia and India together account for 

26% of web application attacks 

THE PROBLEM WITH MASSIVE-SCALE BLOCKING 

 

COUNTRY IP RANGES 

Russia 5,632 

China 2,659 

Pakistan 231 

Turkey 644 

Ukraine 2,528 

CATEGORY # OF IP ADDRESSES 

Malicious Sites > 1,000,000 

Hijacked IP’s > 16,000,000 

BOGONs > 800,000,000 

MOST NGFWS RUN OUT OF CAPACITY AT AROUND 10,000 RULES. 

Doesn’t my Firewall do This? 
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Professional-grade Threat Intelligence 

used by industry leaders 

IX IA AT I   

Research  Cente r  

ThreatARMOR Brings Threat Intelligence to Your Network 

Set, Select and Forget. 

Auto-updates every 5 min. 

Maximum reliability. 

Threa t ARMOR  

App l iance  
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Clear proof for every 

blocked site. 

Threa t ARMOR  

Rap  Shee ts  
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LIVE RESULTS DASHBOARD 
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LIVE RESULTS: RAPSHEET 
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LIVE RESULTS: RAPSHEET 2 
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THANK YOU 


